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Abstract 
Representatives from the U.S. Department of Energy, the National Nuclear Security 
Administration, and Sandia National Laboratories met with mid-level representatives from Iraq’s 
oil and gas companies and with former employees and senior managers of Iraq’s Ministry of Oil 
September 3 - 5 in Amman, Jordan. The goals of the workshop were to assess the needs of the 
Iraqi Oil Ministry and industry, to provide information about capabilities at DOE and the 
national laboratories relevant to Iraq, and to develop ideas for potential projects.  
.
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 Meeting Report 
Iraq Oil Ministry Needs Assessment Workshop 
3-5 September 20061
 
Summary 
Representatives from the U.S. Department of Energy (DOE), the National Nuclear Security 
Administration, and Sandia National Laboratories (Sandia) met with mid-level 
representatives from Iraq’s oil and gas companies and with former employees and senior 
managers of Iraq’s Ministry of Oil September 3 - 5 in Amman, Jordan.2  The goals of the 
workshop were to assess the needs of the Iraqi Oil Ministry and industry, to provide 
information about capabilities at DOE and the national laboratories relevant to Iraq, and to 
develop ideas for potential projects. All participants agreed reconstruction of the oil sector, 
defined as bringing facilities back to their design capacity, should proceed much more 
rapidly.  
 
On the first day, participants discussed the difficulties facing the North, Central, and South 
oil companies and the Ministry of Oil. Identified needs were in the following areas:  
security; staff; facilities and infrastructure; environment; research and development; and 
special needs for the Ministry of Oil. Although some needs were common to all 
companies, there was significant variation from the North to South in some categories.   
 
On the second day, Daura refinery representatives gave an in-depth presentation on the 
refinery, including an historical overview and detailed plans for upgrading facilities and 
capabilities. Following this, DOE and Sandia made presentations on their selected 
capabilities relevant to Iraq’s oil sector, including security systems design, evaluation, and 
implementation; assistance in developing hydrocarbon laws, and assistance in strategic 
planning for the energy sector. Potential projects to address these needs were discussed 
throughout. 
 
On the third day, former Ministry of Oil senior management and employees participated in 
a panel discussion focusing on the future outlook and strategy on Iraq’s oil sector. A 
proposal for guidelines for a national oil policy was also presented, and is included as 
Appendix B. The group also prioritized projects identified on Day 2. 
                                                 
1 Please direct questions or comments concerning this document to Adriane Littlefield, Sandia National 
Laboratories, aclittl@sandia.gov 
2 See Appendix A for a list of participants. 
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 Difficulties and Needs 
Security 
All companies identified sabotage – of tanker trucks transporting refinery products and 
disruptions in electricity supply – as significant obstruction to all companies. The sabotage 
of tanker trucks prevents shipments to the market, causing a surplus of product at the 
refineries. To complicate the situation, there is little-to-no storage capacity for this surplus. 
Disruptions to electricity supply also limit production, as well as damaging equipment. 
 
North and South companies similarly identified the following problems: 
• Sabotage of strategic pipelines delivering crude oil to the refineries, 
• Sabotage of pipes connecting refineries to storage areas, 
• Attacks on storage areas, and  
• Intimidation of staff, lowering morale and affecting job performance. 
 
Interestingly, attacks on the refineries themselves were not identified as a major issue. But, 
follow-up comments to the draft report stressed that insurgents have attacked the Daura 
refinery 21 times in the last two years. The resulting damage has varied.  
Staff 
For the North and Central companies, a shortage of qualified staff is a major problem. In 
the South, a surplus of staff exists due to the migration of workers moving over safety 
concerns. This surplus, in turn, creates its own set of issues. The reasons for staff shortages 
vary from facility to facility, but emigration (which started in the early 90s) and migration 
of experienced staff from the North to the South contribute significantly to the skills deficit 
in the North and Central areas. Security of the staff remains a large concern. The staff at 
the Daura refinery, in the Central region, has ongoing fears over their own safety, keeping 
many from going to work; in the North, ethnic tensions intimidate some staff from coming 
to work.   
 
For those who remain, they experience a deficiency in critical skills, which prevents them 
from operating facilities at design capacity. Among the most significant issues are: 
• Lack of facility and refinery management skills (e.g., planning for upgrades and 
improvements to increase product quality; energy forecasting for domestic and 
international markets; and decision-making), 
• Lack of technical skills for operating up-to-date facilities and refineries results in 
inefficiencies and damaged equipment (needed skills include risk analysis and 
facility optimization), 
• Lack of facility maintenance skills (including knowledge about how to manufacture 
critical components or to maintain complex rotating machinery). In many cases, 
maintenance documents have been lost, or have not been translated into Arabic. 
 
Representatives from the Daura facility note that the efforts of the Iraqi-American training 
committee have not been sufficient to address the current training needs because the 
classes have been too compressed to support learning and the courses have been entirely 
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 theoretical. The preferred training method would include hands-on learning at refineries 
(e.g.) with sufficient learning time to transfer knowledge.  
Facilities and Infrastructure  
The participants generally agreed that increasing production, improving product quality, 
and reducing the production of heavy products, such as fuel oil, are key to the future 
success of the oil sector. Impediments to achieving these goals include:  
• Lack of spare parts for maintaining facilities (in many cases critical components are 
no longer manufactured or require special manufacturing. In some cases, stores 
have been depleted through years of sanctions.), 
• Lack of instrumentation for monitoring equipment and product quality, 
• Inefficient processes for ordering and purchasing critical components such as 
compressors, 
• Infrequent routine maintenance (lack of excess production capacity causes 
reluctance to shut down facilities for non-emergency maintenance), 
• Poorly maintained national electricity grid (frequent outages damage equipment 
and impede production). 
 
All companies voiced the need for constructing new storage capacity and acquiring 
additional fire-fighting equipment. In addition, all have the goal of developing distributed 
power production to provide stable electricity supplies. 
 
The participants recognize that meeting future production targets requires upgrading the 
capacity of existing refineries, and constructing new facilities, but also noted there is no 
national policy to guide decisions, or how to prioritize efforts. Therefore, upgrades and 
construction should be given a lower priority now. 
Environment 
Notably, the participants seriously stressed environmental degradation and pollution. It is 
understood that this has adversely impacted public health. Despite this general assessment, 
there is very little specific information on how the oil sector creates environmental 
problems – and no information on possible solutions. Some argued the environment should 
take second place to the goal for increasing production in the current situation. Others, 
pointed out that adherence to internationally acceptable environmental standards could 
help attract foreign direct investment and to market product internationally. Examples of 
environmental problems include: 
• Air pollution near refineries, 
• Leakages due to corrosion of pipes, pumps and tanks, 
• Inadequate industrial waste water monitoring and treatment,  
• Lack of modern incinerators for destroying waste and sludge. 
 
In addition, there currently are no regulations for solid and gaseous waste – despite 
existing environmental regulations for liquid waste. 
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 Ministry of Oil 
The Ministry of Oil currently devotes much of its time to the day-to-day management, and 
has not devoted sufficient time to developing an overall policy to guide prioritization of 
projects in an effort to develop the oil sector in the future; nor has a philosophy for 
indigenous R&D been developed. In addition, the Ministry and its project arm, SCOP, lack 
the skills to execute projects the country needs. For example, skills to issue a proper 
engineering tender document are lacking. This means that companies bid on jobs based on 
inadequate requirements data, and bids differ greatly in scope and price. Without clear 
design requirements, objective evaluation of bids based on price is impossible. This leads 
to delays and contributes to corruption. 
 
Selected Project Ideas to Meet Needs 
This section presents a summary of projects that were identified as high priority and which 
DOE, NNSA, or the national laboratories would be able to implement in the near term, if 
provided with sufficient resources. A full listing of potential projects, and the priorities 
assigned by different breakout groups is included as Appendix C. 
Security 
Security System Design, Evaluation, and Implementation. A project to design, evaluate 
and implement a security system for a specific facility, the pipeline infrastructure, and/or 
transportation tankers could be undertaken as a partnership between Sandia National 
Laboratories and Iraqi personnel. From the Iraqi side, participation from the Oil Police, the 
Electricity Police, facility operators, and internal security personnel would be critical, as 
would a Quick Reaction Force. Training in the process of threat identification and design 
of cost-effective systems to address specific threats would be of particular importance. 
Sandia routinely provides international training on all aspects of security system design 
and evaluation and also has extensive international experience in design, evaluation, and 
implementation of security upgrades. 
Staff Development 
Training on a wide range of topics ranging from facility operations to management to risk 
analysis was strongly recommended. Participants recommended a focus on “training the 
trainer” to maximize benefit. There are training institutes in Iraq that could be revitalized. 
Curriculum development and translation of key texts, such as texts on risk analysis, was 
strongly recommended. Extended training and job shadowing would be particularly helpful 
at the current stage; both were frequently mentioned by the delegates as a key component 
to future success. Aside from training on security system design and evaluation, as 
discussed above, the DOE could also provide training on strategic planning and on energy 
data forecasting and analysis.  
 
Training on Strategic Planning. Training on strategic planning for senior staff at the 
Ministry of Oil would assist them in developing long-term plans for the oil sector. The 
DOE believes this can be accomplished relatively easily. 
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 Training on Energy Data Forecasting and Analysis. DOE is prepared to invite 10-12 
selected Iraqi oil company and ministry representatives to the DOE for a one week 
overview of Energy Information Administration (EIA) and other DOE statistical 
operations. The training could include: a review of the organizational structure, budget, 
mission of relevant DOE program offices; program-by-program presentations of statistical 
survey operations with opportunities to sit with individual analysts and learn the activities 
and issues; overview of short-term forecasting models, operations; overview of mid-term 
forecasting models, operations; overview of Information Technology operations; overview 
of energy information dissemination through web releases and other programs; and review 
of EIA and other DOE statistical methods. 
Facilities and Infrastructure 
Facility Optimization for the Daura Refinery. Process efficiency improvements through 
infrastructure investments and facility optimization are needed to increase output to meet 
production targets. DOE’s Office of Energy Efficiency and Renewable Energy could help 
implement facility optimization strategies and measures for the Daura refinery. 
Optimization Teams would coordinate with Iraqi partners to conduct a Plant Wide 
Assessment, and evaluate and make recommendations for improved operation. 
 
Distributed Power System with Capability to Export/Import Power to the National 
Grid. Experts from the DOE national laboratories will work with Iraqi partners to design 
and implement a distributed power system to provide stable, secure energy to refineries, 
that can import or export power to the national grid if desired.   
 
Risk assessment for Petroleum Facilities. DOE and national laboratory experts will 
partner with Iraqi facility personnel to perform a comprehensive risk assessment of a 
specific facility. Depending on specific interests, multiple perspectives could be included, 
ranging from the risk of cascading failures to risk of facility operations to public health. 
The team will recommend measures for reducing risk and also note implications for future 
planning. As stated under Staff Development above, DOE and national laboratory experts 
will also look into the possibility of translating key texts into Arabic. 
Environmental 
Environmental Impact Studies for the Oil Sector. DOE and national laboratory experts 
can partner to plan and implement an environmental impact study for the oil sector in Iraq. 
The study should assess solid, liquid, and gaseous pollution for all aspects of the oil sector, 
identify potential solutions, and establish a timetable for implementation of solutions and 
make recommendations for environmental legislation. Based on such a study, the group 
recommends that the MoO establish regulations for the treatment of solid and gaseous 
waste and update regulations for gaseous waste.3
                                                 
3 A representative of the Ministry of Oil indicates that numerous studies were planned, but have not been 
conducted due to the security situation, and the reluctance on the part of contractors to do on-site studies at 
this time.  
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 Ministry of Oil 
Absent an overall policy for the future of the oil sector in Iraq, it is not possible to 
prioritize projects for increasing capacity at existing facilities or for developing new 
capabilities. Because of the importance of increasing Iraqi production in the next 5 years, 
the group strongly recommended the development of an oil policy by the Ministry of Oil 
that could lead to the development of a strategic plan. To assist in this process, the DOE is 
prepared to provide training on strategic planning to key MoO personnel. 
Conclusions and Next Steps 
The “Needs Assessment Workshop” provided valuable insight from representatives of the 
major oil companies in Iraq and from former ministry officials about the critical needs of 
the oil sector in Iraq. There is significant potential for cooperation between the DOE and 
its national laboratories and the oil sector in Iraq to address those needs. We have 
highlighted here several high-priority projects that could be undertaken in the near term, 
provided sufficient resources were available.   
 
As a next step, the U.S. and Iraqi participants will forward these ideas to senior leaders in 
the DOE and MoO, respectively, and work to obtain resources for implementation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Distribution 
 
50 MS 1371 Adriane Littlefield, 6721 
2 MS 9018 Central Technical Files, 8944 
2 MS 0899 Technical Library, 4536 
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Mr. Saad Nouri Mohammad 
Mr. Jassim Hossain 
Mr. Majeed Taib 
 
South Gas Company 
Mr. Abdul Karim Al-Hauany 
 
South Refinery Company 
Mr. Abdul Razag Metrud Hassin 
 
South Oil Company 
Mr. Qassum Hamadi 
 
North Refining Company 
Mr. Riyadh H. Hassan 
 
North Gas Company 
Mr. Fikrat Ahmed 
 
Arab Petroleum Institute 
Eng. Shawki Al-Khalisi 
 
URUK Project Development 
Dr. Jafar Dhia Jafar 
 
Obeidi Enterprises 
NNSA 
Christina Andersson 
Office of Global Security and Engagement 
(NA-242) 
Christina.andersson@nnsa.doe.gov 
 
DOE 
Wanda Klimkiewicz 
Policy and International Affairs (PI) 
Wanda.klimkiewicz@hq.doe.gov 
 
Nicole Grant 
Energy Information Administration 
Nicole.Grant@eia.doe.gov 
 
Sandia National Laboratories 
Arian Pregenzer 
Senior Scientist 
alprege@sandia.gov 
 
Adriane Littlefield 
Iraq Program Manager 
aclittl@sandia.gov 
 
Charles Morrow 
Refinery Operations expert 
cwmorro@sandia.gov 
Dr. Mahdi Obeidi 
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 Appendix B: Guidelines on Petroleum Policy 
Authored by Jafar Dhia Jafar 
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 Appendix C: Final Agenda 
 
 
Saturday, September 2, 2006 
 
8:00 pm 
 
 
 
Welcome Dinner, Le Meridian Hotel, La Brasserie 
 
 
Sunday, September 3, 2006   
 
8:30 am 
 
Welcome and Introductions 
◊ General (ret.) Mohammad Shiyyab, Director, CMC-Amman 
◊ Christina Andersson, Office of Global Security Engagement and 
Cooperation, Department of Energy, NNSA 
◊ Wanda Klimkiewicz, Executive Assistant to the Deputy Assistant 
Secretary for International Energy Policy 
◊ Hikmet J.Hassan, Iraq Ministry of Oil 
◊ Dr. Arian Pregenzer, Senior Scientist, Sandia National Laboratories 
 
9:00 am 
 
 
9:15 am 
Review of Agenda 
Dr. Arian Pregenzer 
 
Goals and Expectations for the Workshop 
Roundtable Discussion on Concerns of Participants 
 
10:45 am Meeting Break 
 
11:00 am Relevant DOE Work in Iraq 
 PI:  Wanda Klimkiewicz   
 NNSA:  Adriane Littlefield, Sandia National Laboratories 
     
11:30 am Global Energy Outlook 
 Nicole Grant, US Energy Information Administration 
 
1:00 pm 
 
Luncheon 
2:00 pm Critical Issues Facing Oil Companies and Ministry of Oil 
 Facilitator: Dr. Arian Pregenzer 
• Security, Staff, Facilities and Infrastructure, Environment, Ministry 
 
 
Monday, September 4, 2006  
  
8:30 am Focus on Specific Facility: Current Status and Immediate Needs of 
the Daura Facility 
• Hikmet J.Hassan, Iraq Ministry of Oil 
 
10:30 am Break 
 
10:45 am Relevant DOE/NNSA/ National Laboratory Capabilities 
◊ Security of infrastructure and transportation 
Arian Pregenzer 
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 ◊ Energy, Critical Infrastructure 
Arian Pregenzer 
◊ Upgrading facilities, expanding capacity 
      Charlie Morrow, Sandia National Laboratories 
◊ Legal Assistance: Hydrocarbon Law 
Wanda Klimkiewicz 
◊ Strategic Planning Assistance 
      Wanda Klimkiewicz 
◊ Staff Development Opportunities 
      Adriane Littlefield 
 
12:30 am Prioritize Relevance / Value of Capabilities 
 
1:00 pm Luncheon 
  
2:00 pm Brainstorm: Project Ideas to Address Critical Issues  
 Chaired by Dr. Arian Pregenzer 
 
 
Tuesday, September 5, 2006  
 
9:00 am Panel Discussion: Views on Iraq’s Energy Future 
Chaired by Dr. Arian Pregenzer 
• Former and retired ministry employees  
  
10:15 am Break 
10:30 am Review and Prioritization of Project Ideas 
Small Groups Review 
• Need to include other ministries in projects and planning 
  
1:00 pm Luncheon 
 
2:00 pm Presentation of Priorities from Break out Groups 
Compilation of Priorities 
 
3:00 pm Next Steps and Action Items 
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 Appendix D: Meeting Notes (detail)  
1
Iraq Oil Ministry
Needs Assessment
Meeting Compilation
September 3-5
Amman, Jordan
 
 
2
Round-Table 
z Affiliation
z What is his role
z Difficulties facing his company (technically and resources)
z Difficulties facing the Ministry of Oil
z Any other issues 
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 3
Categories of Difficulties
z Security
z Staff
z Facilities and Infrastructure
 Maintenance
 Upgrades
 New facilities and infrastructure
z Environmental
z Medical facilities at refineries
z MoO
 
 
4
Difficulties:  Security
Central
z Electricity supply (limits production and damages equipment 
also hurts general population)
z Strategic pipeline sabotage:  transport of crude to refinery 
z Sabotage of transportation tankers
z Sabotage of pipes connecting refineries to storage areas
z Intimidation of staff (lowers morale and impacts 
performance)
z Insurgent attacks on storage areas
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 5
Difficulties:  Security
South
z Electricity supply (limits production and damages equipment 
also hurts general population)
z Sabotage of transportation tankers of product (only have a 
single pipe for transporting white products)
z The following problems are negligible
 Strategic pipeline sabotage:  transport of crude to refinery 
 Sabotage of pipes connecting refineries to storage areas
 Intimidation of staff (lowers morale and impacts performance)
 Insurgent attacks on storage areas
 
 
6
Difficulties:  Security
North
z Strategic pipeline sabotage:  transport of crude to refinery 
z Electricity supply (limits production and damages equipment 
also hurts general population)
z Sabotage of transportation tankers of product
 Insufficient storage areas (at the refinery)
 Decrease production 
z Sabotage of pipes connecting refineries to storage areas
z Intimidation of staff (lowers morale and impacts 
performance)
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 7
Difficulties:  Staff
z Shortage of qualified staff (not a problem in the South, where there is an excess)
 Security concerns (Dora)
 Ethnicity (North)
 Emigration of senior staff
 Started in early 90s – most senior engineers left
 Migration of experienced staff among facilities in Iraq (North)
z Lack of sufficient skills to operate facilities at design capacity
 Risk analysis (North – for technical staff) (but how to distinguish between lack of skill 
and negligence)
 Decision-making (North – for technical and engineering staff))
z Lack of management skills
 Systematic approach to management (refinery, facilities) (North)
 Planning 
 Lack of expertise to plan and make decisions about upgrades that will increase 
production
 Forecasting (local and international markets)
 Operational research
z Research and Development
z Lack of technical skills to operate up to date facilities
 
 
8
Difficulties:  Facilities and Infrastructure:  Maintenance
z Lack of spare parts (critical components) for old facilities
 Critical components are no longer manufactured or require special 
manufacturing
 Stores of spare parts have been exhausted because of historical sanctions
 Long time required for ordering and purchasing (e.g., compressors) 
z Untrained operators may damage equipment
z Monitoring instruments and facilities to establish the state of 
equipment during operation to prevent damage
z Badly maintained national grid electricity distribution system (all 
refineries are on national grid, rather than depending on local power 
generation)
z Longer time between routine maintenance because of lack of excess 
capacity
z Unavailability of maintenance documents (lost or in English)
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Difficulties  
Facilities and Infrastructure:  Upgrades and New Facilities
z Needs for upgrades
 Improving quality of product
 Reduce production of heavy products, such as fuel oil
 Storage capacity (may need new tanks; upgrade fire-fighting 
equipment; also maintenance is on a 5 year basis – and tanks will 
be out of operation for 3-4 months for maintenance)
z New facilities and infrastructure
 New refineries to meet future demand
 New electricity generation (local versus centralized)
z Lack of response from international engineering contracting 
companies due to security situation
 
 
10
Difficulties:  Environmental
z Lack of knowledge of environmental conditions and on 
regulations
 Need environmental studies to identify pollution, identify 
solutions, set a timetable for remedying situation 
 Air pollution:  need studies of air quality near refineries and 
impact on public health
z Lack of expertise in development of environmental 
regulations
z Lack of regulations for solid and gaseous waste (regulations 
exist for liquid waste)
z Lack of experience in developing procedures for monitoring 
water quality and treating industrial waste water prior to 
pumping back into river 
z Lack of modern incinerators for destroying waste and sludge 
(currently dump outside Baghdad – can ignite) 
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Difficulties:  Environmental
North
z Air pollution is under control because hydrocracking unit is 
not working
  
 
12
Difficulties:  Environmental
South
z Industrial water quality monitoring and treatment
 Corrosion of pipes
 Damage of pumps
 Waste pool is very old
 Need upgrade of waste treatment
z Air pollution
 Incinerating gases 
 High lead percentage
 Benzine
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Difficulties:  Ministry of Oil
z Lack of overall policy to guide prioritization of projects to 
develop the oil sector
z Philosophy of development of indigenous capability
 Project arm (SCOP) is incapable of executing projects that the 
country needs
 Cannot issue proper engineering tender document, because they 
cannot develop a proper design.  Result is that companies bid on very 
unreliable data, and different companies respond with bids which
differ in price by large factors.  They have discussions, ask for new 
bids, and the process takes much too long.  Also encourages 
corruption.
 Do not have common philosophy or approach for writing tenders 
between companies
 No R&D philosophy
z Organizational structure
  
 
14
How Can DOE / National Laboratories Help?
z DOE could facilitate cooperation agreement between the three major 
Iraqi refineries (north, central and south) and US refineries
 Training personnel
 Providing spare parts in timely manner
z Similar cooperation agreements with gas and other oil-related 
companies
z Environmental clean-up
z Security
z Quality control
z Staff exchange to enhance capabilities
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Focus on Daura
z Currently have plans to increase production and capabilities significantly 
through 2011 (Light Oil and Lube Oil).
 Proximity to Baghdad market is an advantage
 Environmental pollution in Baghdad is a disadvantage
z Current drivers (emergency situation)
 Increasing demand for gasoline is paramount and supersedes environmental issues
 Current security situation adds costs for transportation of product from north or 
south to Baghdad, however, this is a variable, rather than fixed cost
 Are now creating many small refinery units in different towns, which is not cost-
effective
z Need to concentrate on stable and in-depth planning for future refineries
 Need to develop planning tools (how to optimize across many factors)
 In 70s carried out some optimization taking into account many factors (labor, access to 
crude, ….. But this process stopped with Iran/Iraq war)
 Should evaluate needs for internal consumption and for export, then do a cost 
optimization for entire system 
 Where is the minimum cost, taking into account environmental regulations (for 
treating waste)
 The South has greatest potential for export
  
 
16
Panel on Future of Energy in Iraq – Mahdi Obeidi
z Upgrade Daura facility – increase up to 30%
 Senior staff would partner with international company to design 
upgrade and manage the new facility
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Panel on Future of Energy in Iraq – Saad Mohummed
z Should be coordination between narrow and comprehensive 
planners.
z Need to consider multiple sectors, not just energy. There are 
interdependencies between transportation, electricity, 
energy, plus others.
z Plans should be implemented in stages according to 
priorities, which are determined by coordinated planning. 
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Panel on Future of Energy in Iraq – Jafar Jafar
z Among top priorities for Iraq is the acceleration of progress in the petroleum 
sector in order to rapidly boost oil production and increase revenues
z Need guidelines for a Petroleum Policy which will be the basis for developing a 
detailed policy.   After policy is adopted, determine need for news laws / regs.
z Cornerstone Principles
 State-dominated Iraqi economy is over.  Government should not engage in day to day 
planning.
 Reestablish the Iraqi National Oil Company as independent public-sector corporation 
to rehabilitate, enhance, operate and manage production and refineries.  Existing 
enterprises come under this company.  This enables professional management and 
shields them from political instability.
 Exploration and development of undeveloped fields and new refineries should be 
undertaken through private sector investment.  Avoid public-private sector endeavors 
except where essential for transitional reasons.
z Specific guidelines suggested for the following areas
 Upstream Oil and Gas Sector
 Refining Sector (rehabilitation is highest priority)
 Domestic Wholesale and Retail Marketing of Petroleum Products (transition to private 
sector)
 Crude Oil Export Marketing 
 Petroleum Services Industry (e.g., drilling, well logging, cementing, etc) – (exclusively 
private sector).
 Other factors (retaining qualified Iraqi workers requires training; need to nurture and 
develop Iraqi private sector)
z Appendix on Impediments and Perceived Obstacles
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Responses to Panel 
z Mahdi Obeidi
 Agrees with importance of policy. Believes that his ideas are consistent, and address 
rehabilitation and staff development.
z Shawki Al-Khalisi
 All speakers have expressed notion that oil sector in Iraq must change.  Are now 
considering privatization of downstream and refining sector.  However, regarding the 
upstream sector, privatization may be impeded by “sentimental factors”.  Regarding 
upstream, would benefit from countries who have faced this issue themselves, e.g., 
Norway, Finland, ….  Then make decision that will be agreed by all.
z Saad Mohummed
 Many people believe that state is responsible for all resources.
 Need to educate people in new approach.
z Hikmet Hassan
 The paper could be very helpful guidelines for the Ministry of Oil.  Would like to have 
senior ministry officials here to discuss ideas.  
 If we spent three days with senior oil ministry staff, many ideas would arise, and 
perhaps would produce a consensus document on policy guidelines.
 Will provide Jafar’s paper to senior people.  But need to have a follow-on meeting with 
right-level people.
 This is really the first step in developing priorities.
 Need to have another meeting with senior experts.
  
 
20
Questions about Jafar Paper from Floor
z Timelines for privatization? 
 Jafar said that it was too early to speak about privatization of specific 
facilities.  Need policy and laws first, then need transition plan.
z Details about potential production of different products.  
 Jafar said that there needs to be a policy to guide decisions about which 
products should be developed.  Should be based on economic feasibility.
z Regarding establishment of INOC:  there are few differences 
between the proposed role of INOC is and what MoO is doing.  The 
main difference is how to involve the private sector.  
 Jafar responded that the MoO will be doing much less management of day 
to day work.  MoO would then focus more on policy.
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Break-Out Groups
z Group 1
 Saad Mohummed, Middle Refinery Company
 Jamal Mali, North Oil Company
 Abdul Alhauany, South Gas Company
z Group 2
 Jassim Hossain, Middle Refinery Company
 Riyadh Hassan, North Refinery Company
 Fikrat Ahmed, North Gas Company
z Group 3
 Majeed Taib, Middle Refinery Company
 Abdul Hassin, South Refinery Company
 Qassum Hamadi, South Oil Company
z Group 4
 Jafar Jafar, URUK Project Development
 Mahdi Obeidi, Consultant
 Shawki Khalisi, Consultant
 Hikmet Hassan, Middle Refinery Company
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Potential Projects:  Security (Group 4)
Electricity Policez Electrical grid
Security arm in Ministry of oil. “Oil 
Police Department” They are 
responsible.  They need to be 
engaged and trained. They also have 
data on past incidents and threats.  
In the past, have not tried to 
penetrate fence of refinery, as theft is 
a primary motive.  
Training is critical.
Should include:  Oil 
police, electricity police, 
internal security, 
operational, MoO dealing 
with security.
Priority would be training 
on DBT.
z Facilities (refineries and oil 
companies and electricity)  
Includes perimeters.
1
Priority
Threat is new.  People are stealing 
tankers to get products, or are 
hitting with RPGs to blow them up.  
Hikmet is concerned that if we focus 
on transportation, we will not get 
anything useful.
z Transportation tankers
Threat is new; need temporary --z Pipelines
Iraqi facility managers should be 
involved in any projects.  
Security System Design, 
Evaluation and 
Implementation
CommentsRelevant Iraqi 
Organization
Project Idea
Risk assessment is a critical element of the process of determining 
objectives for security system
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Potential Projects:  Staff Development (Group 4)
Maximum of 12 people.  Need to specify 
how many from Ministry and from 
companies.  Also need to specify the 
technical capabilities that the 
participants should have.  DOE can do 
this now.
Ministry and 
Companies
z Energy Data Forecasting and 
Analysis
1
z Security system design and 
evaluation 
Recommend translating key texts into 
Arabic.  This can then lead to Iraqi 
training for government officials.  Could 
be included in syllabus for engineering.
Facilitiesz Risk analysis1
1
1
Priority
Different courses for different types of 
management.  Many more people need 
this kind of training than need strategic 
planning.  
Facilitiesz Facility and Refinery Management 
/ Operations / Maintenance …
(including decision-making, 
rotating machinery maintenance)
Must make the level of participants 
homogeneous.  
Senior facility staff 
and MoO
z Strategic planning (forecasting)
CommentsRelevant Iraqi 
Organization
Project Idea
Possibilities include training programs, internships with companies or 
universities, staff exchanges, and CMC visiting scholars program.
Training is one of the most critical needs.  Should focus on 
train the trainer to maximize benefit.
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Training Institutes in Iraq (Group 4)
z APTI (Arab Petroleum Training Institute)
 Training for engineers and also trains other countries
 Suggest training the trainers.  Could help design training courses 
that would be implemented in these institutes.
z MoO – for training technicians
Training needs to target those people who will benefit most from training.  
Training the trainers is critical.
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Potential Projects:  Facilities and Infrastructure (Group 4)
Need local power generation for all 
facilities that can be exchanged with 
national grids.  This is already being 
discussed.
z Design distributed power 
system with capability to 
export power to the grid.
2
There is a lot of uncertainty about 
Daura.  Daura’s future is between 0 
and 200,000 B/D.  Wait until a 
comprehensive policy has been 
adopted. 
Should focus on training people on 
the process of upgrading.
Design engineersz Upgrade of Daura refinery
1
1
Priority
DOE can support this with team of 
experts.  Could also be generalized to 
other facilities
Facility staff z Facility optimization and 
training for Daura refinery
Work with facility management and 
international experts to do 
comprehensive risk assessment.  Can 
also be input to future planning
z Risk assessment for petroleum 
facilities:  cascading failures / 
hazards.  
CommentsRelevant Iraqi 
Organization
Project Idea
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Potential Projects:  Environmental (Group 4)
z Studies on air quality near 
refineries and the impact on 
public health
z Development of systems for 
monitoring water quality
z Development of new methods 
for waste water treatment
*
1
Priority
* Not a project, but should be a 
recommendation.
z Adopt regulations for solid and 
gaseous waste
z Studies for the oil sector  to 
assess pollution, identify 
solutions, and establish a 
timetable for implementation 
and recommendations for 
legislation
CommentsRelevant Iraqi 
Organization
Project Idea
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Potential Projects:  Research and Development (Group 4)
z Reservoir evaluation:  existing 
reservoirs
z Reservoir evaluation:  
modeling
Priority
z Advanced recovery 
technologies
z Well construction
CommentsRelevant Iraqi 
Organization
Project Idea
R&D is not a priority at this time.
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Potential Projects:  Ministry of Oil (Group 4)
Not a project.  Should be seen as a 
recommendation to the MoO.
z Development of strategic plan 
for oil sector
Not a project.  Should be seen as a 
recommendation to the MoO
z Development of policy to guide 
prioritization of projects
z Training on strategic planning 
process  and other key skills 
for  senior staff
1
Priority
z Training policies / philosophy / 
staff development
z Analysis of infrastructure 
interdependencies
z Tools for optimizing 
production and consumption; 
infrastructure; …
CommentsRelevant Iraqi 
Organization
Project Idea
Systems dynamics modeling is a potential approach for evaluating impacts (including 
economic) of different policy options and to explore system interdependencies.  It also 
requires interaction of multiple, knowledgeable stakeholders.
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Potential Projects:  Security (Group 1)
1
1
Local govt, local 
community. Local 
company
z Electrical grid
Daura is installing cameras. z Facilities
Daura is installing cameras. North is 
installing concrete barriers
Interior secuirtyz Perimeters
1
Priority
N    M   S 
Have guards and travel in convoys. Frequent 
losses of shipments and lives. Shipment is 
burned or stolen.  Not an issue in the south 
except for LNG tankers (1x per year). Daura
needs cameras for tankers. 
z Transportation tankers
Efficiency of guards and equipment are both 
problems. Need additional stations, and 
other equipment. Guards have central 
authority and report to each company. 
Ministry of Oil
Ministry of Interior & 
Ministry of Defense
z Pipelines
Security System Design, 
Evaluation and 
Implementation
CommentsRelevant Iraqi 
Organization
Project Idea
Risk assessment is a critical element of the process of determining 
objectives for security system
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Potential Projects:  Staff Development (Group 1)
Dept of Public Relations 
coordinates 
z Security system design 
and evaluation
Critical area. No expertise in this areaz Risk analysis1
South also includes technical 
committees.
Companies (DG and Dept 
heads)
z Decision making
Priority
Just starting work in this area. Need 
equipment, training, better funding, 
experienced personnel. North has been 
doing this well (lots of study abroad). 
South, people have lost status when 
transferred to R&D
Companiesz Research and 
development
MoOz Forecasting for local, 
national, and international 
markets
Companies (DG and Dept 
heads)
z Facility and Refinery 
Management / Operations
Have staff development program for 
training. Responsibility depends on 
project.  Training needed on each level.
MoO or  Company or 
Facility
z Strategic planning
CommentsRelevant Iraqi OrganizationProject Idea
Possibilities include training programs, internships with companies or 
universities, staff exchanges, and CMC visiting scholars program.
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Potential Projects:  Facilities and Infrastructure (Group 1)
Well established certification of 
products and procedure for remedies 
of problems.
Need lab equipment for testing, as 
funding has been cut.
QC Divisions at 
facilities and 
companies
z Development of quality control 
methods and procedures
2 (mid)
Affected by sanctions. Planning to be 
independent of national grid. Need 
substation upgrades. Not a problem in 
the south   
z Distributed power system 
design and evaluation
1 (mid)
3 (mid)
Priority
Have established procedures for 
control.
Inspection Deptsz Risk assessment for Daura:  
cascading failures / hazards
CommentsRelevant Iraqi 
Organization
Project Idea
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Potential Projects:  Environmental (Group 1) 
In North, old equipment is leaking and   
polluting. 
Mid has current studies – planning for 
mobile units. 
MoE & MoOz Studies on air quality near 
refineries and the impact on 
public health
1 
(south)
Mid needs water monitoring systemsMoE & MoOz Development of systems for 
monitoring water quality
MoE & MoOz Development of new methods 
for industrial waste water 
treatment
1
Priority
MoEzEnvironmental regulations and 
parameters for acceptable 
emissions.
Mid has gaseous detectors. Need 
mobile labs to take analysis. 
MoE & MoOz Draft regulations for solid and 
gaseous waste
Critical need in Mid. MoE & MoOz Studies to assess pollution, 
identify solutions, and 
establish a timetable for 
implementation
CommentsRelevant Iraqi 
Organization
Project Idea
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Potential Projects:  Research and Development (Group 1)
z Reservoir evaluation:  existing 
reservoirs
z Reservoir evaluation:  
modeling
Priority
Need more information before 
decisions. 
z Advanced recovery 
technologies
z Well construction
CommentsRelevant Iraqi 
Organization
Project Idea
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Potential Projects:  Ministry of Oil (Group 1)
z Development of strategic plan 
for oil sector
z Development of policy to guide 
prioritization of projects
Critical needz Training on strategic planning 
process for senior staff
1
Priority
Communication to public z Public information program for 
the Ministry
Also part of planning processPlanning Ministry \z Analysis of infrastructure 
interdependencies
Part of planning process z Tools for optimizing 
production and consumption; 
infrastructure; …
CommentsRelevant Iraqi 
Organization
Project Idea
Systems dynamics modeling is a potential approach for evaluating impacts (including 
economic) of different policy options and to explore system interdependencies.  It also 
requires interaction of multiple, knowledgeable stakeholders.
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Potential Projects:  Security
3 M
1 S
2 M
1 M (crude)
3 S (products)
2 S
Priority
Group 3
Majeed
1 (N&S)
1 (M)
Priority
Group 1
Saad
1 M 
2 NG
2 N
z Electrical grid
15 M
1 NG
4 N
z Facilities
4 M
4 NG
5 N
z Perimeters
3 M
5 NG
3 N
z Transportation tankers
2 M
3 NG
1 NR
z Pipelines
Security System Design, Evaluation 
and Implementation
Priority
Group 4
Hikmat
Priority
Group 2
Riyadh
Project Idea
  
 
36
Potential Projects:  Staff Development
1
Priority
Group 1
Saad
1 NG
1 N
2 N
1 N
Priority
Group 2
Riyadh
z Security system design and 
evaluation
11 M
2 S
z Risk analysis
3z Decision making
Priority
2 M
3 S
z Staff training
(new – in country
Experienced – outside county)
z Staff stability
4 Mz Research and development
1z Forecasting for local, national, 
and international markets
11 Sz Facility and Refinery 
Management / Operations
15z Strategic planning
Priority
Group 4
Hikmat
Priority
Group 3
Majeed
Project Idea
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Potential Projects:  Facilities and Infrastructure
1
Priority
Group 2
Riyadh
1 (M)
2 (M)
3 (M)
Priority
Group 1
Saad
2 S
3 M
z Development of quality control 
methods and procedures
23 S2Mz Distributed power system 
design and evaluation
1z Facility optimization and 
training for Daura
11z Risk assessment for Daura:  
cascading failures / hazards
Priority
Group 4
Hikmat
Priority
Group 3
Majeed
Project Idea
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Potential Projects:  Environmental (all important)
2
3
1 (S)
1 (M&N)
Priority 
Group 1
Saad
5 M
3 NG
4 N
4 M
5 NG
3 N
2 M
4 NG
2 N
1
3 M
2 NG
5 N
Priority
Group 2
Riyadh
z Environmental regulations and 
parameters for acceptable 
emissions.
z Studies on air quality near 
refineries and the impact on 
public health
z Development of systems for 
monitoring water quality
z Development of new methods 
for waste water treatment
1 Sz Draft regulations for solid and 
gaseous waste
1z Studies to assess pollution, 
identify solutions, and 
establish a timetable for 
implementation
Priority
Group 4
Hikmat
Priority
Group 3
Majeed
Project Idea
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Potential Projects:  Research and Development
Priority 
Group 1
Saad
2
3
4 M
1 NG
1 N
1 M
4 N
Priority
Group 2
Riyadh
1z Reservoir evaluation:  existing 
reservoirs
3z Reservoir evaluation:  
modeling
2z Advanced recovery 
technologies
4z Well construction
Priority
Group 4
Hikmat
Priority
Group 3
Majeed
Project Idea
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Potential Projects:  Ministry of Oil
1
3 M
3 NG
2 N
4 M
2 NG
5 N
5 M
5 NG
4 N
2 M
4 NG
3 N
Priority
Group 2
Riyadh
1
Priority
Group 1
Saad
z Development of strategic plan 
for oil sector
z Development of policy to guide 
prioritization of projects
1z Training on strategic planning 
process for senior staff
1 Sz Analysis of infrastructure 
interdependencies
z Tools for optimizing 
production and consumption; 
infrastructure; …
Priority
Group 4
Hikmat
Priority
Group 3
Majeed
Project Idea
  
 41
 41
Next Steps
z U.S. side will draft report of the meeting (September 12)
 What was discussed
 Priority projects
 Conclusions / recommendations
z Will share with Iraqi team and request comments (September 
14)
z Iraqi team will provide feedback (September 25)
z U.S. side will send memo to Senior Leadership of DOE, Iraqi 
team, …) (October 1)
z Hikmat will send memo to MoO (October 7) 
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